
































�t �ó�¤�W�I�k�:�v�œ�i �ò���I�w�k�W�Ñ�Ñ�Ñ�]�›�¸�ò��̀v�v�i �]� �¤� �v�™�×�œ�I�;�C�°�W�‰�� �� �� �� �W�¦ �¸�ò��̀v�v�i �W�0�Ö�™� �œ�°�I�¤� �W�»� ���C�k�v��̀v�;�×

�
 �+�*�%�0�+�.�%�6�� ���%�%�*������ �1� �%�0�+�.����
�5���.�! �/�, �1�! �/�0�� ���� ���%�*���%� �!�*�0�!�/

�j�v�¤�W�™�œ�v��� �� �I�i �I� �k�°�v�¤�W��� �� � �k�W� �¤�°�ò�œ�W�:�v�œ�i �ò��̀I�â�ò�� �v�¤�W�×�W�ò�¸�°�v�i �ò�°�I�â�ò�� �v�¤�_

�� �! �/�, �1�! �/�0�� ���� ���%�*���%� �! �*�0�! �/

�� �! �"�%�*�%���%�%�*��� �! ���, �(���5�� �+�+�' �/
�¤�œ�v��� �� �I�i �I� �k�°�v�¤�W� �¤�°�ò�k�� �ò�œ�I�â�ò�� �v�¤�W�›�¸� �W��� �°�ò��̀�̀ò�k�W�™�ò�¤�v�¤�W�ò�W�¤� �;�¸�I�œ�W�™�ò�œ�ò�W���I�¤�°�I�k�°�v�¤
�°�I�™�v�¤�W��� �W�I�k���I�� � �k�°� �¤��̂W�ò�¤� �;�¸�œ�ò�k�� �v�W���v�k�¤�I�¤�°� �k���I�ò�W�×�W�œ�ò�™�I�� � �â�W� �k�W��̀ò�W�œ� �¤�™�¸� �¤�°�ò�]

�Ù�1�0�+�) �� �0�%�6�� ���%�%�*���) �! � �%�� �*�0�! ���� �� �Ù��
�0�Y� ���¸���I�w�k�W�ò�¸�°�v�i �ó�°�I���ò�W��� �W�°�ò�œ� �ò�¤�W�œ� �™� �°�I�°�I�Ð�ò�¤�W�v�W��� �W���ò�Y�v�W�œ�I� �¤�;�v��̂W�œ� �� �¸���I� �k�� �v
�°�I� �i �™�v�¤�W��� �W�œ� �ò�����I�w�k�W�×�W� �œ�œ�v�œ� �¤�W�C�¸�i �ò�k�v�¤�]

�	�*�0�! �#�.�� ���%�%�*�����+�*���, �(�� �0�� �"�+�.�) �� �/���� �	�� �

� �v�k�¤�v��̀I�� �ò���I�w�k�W��� �W�I�k�:�v�œ�i �ò���I�w�k�W��� �W�¤� �;�¸�œ�I�� �ò�� �W�×�W�v�™� �œ�ò���I�w�k�W�™�ò�œ�ò�W�™� �œ�i �I�°�I�œ�W�ò�k�ó��̀I�¤�I�¤
��� �k�°�œ�ò��̀I�â�ò�� �v��̂W���v�œ�œ� ��̀ò���I�w�k�W�ò�Ð�ò�k�â�ò�� �ò�W�×�W�°�œ�ò�â�ò�� �I��̀I�� �ò�� �W���v�i �™��̀ �°�ò�W��� �W� �Ð� �k�°�v�¤�]

�� ��

�� ��

�� ��

�j�ò�W�ò�¸�� �I�°�v�œ�K�ò�W�ò�¤� �;�¸�œ�ò�W���v�k�°�œ�v��̀W�×�W���¸�i �™��̀I�i �I� �k�°�v�_

�Ù�1� �%�0�+�.���� ���5���0�.�� �6�� �� �%�(�%� �� � 

�� �! �#�%�/�0�.�+���%�*�) �1�0�� �� �(�! ��� �! ���� ���0�%�2�%� �� � �! �/
�� ��̀i �ò��� �k�ò�i �I� �k�°�v�W�¤� �;�¸�œ�v�W��� �W��̀v�;�¤�W�›�¸� �W�;�ò�œ�ò�k�°�I�â�ò�W�I�k�°� �;�œ�I�� �ò�� ��̂W���I�¤�™�v�k�I�� �I��̀I�� �ò�� �W�×�W�k�v
�œ� �™�¸�� �I�v��̂W�:�¸�k�� �ò�i � �k�°�ò��̀W�™�ò�œ�ò�W�ò�¸�� �I�°�v�œ�K�ò�¤�W�×�W�œ� �Ð�I�¤�I�v�k� �¤�W�œ� �;�¸��̀ò�°�v�œ�I�ò�¤�]

�� �2�%� �! �*���%�� �/��� �+���1�) �! �*�0�� � �� �/���, �� �.�� �����1�) �, �(�%�) �%�!�*�0�+
�V�k�:�v�œ�i �ò���I�w�k�W�v�œ�;�ò�k�I�â�ò�� �ò�W�›�¸� �W�œ� �¤�™�ò��̀� �ò�W� ��̀W���¸�i �™��̀I�i �I� �k�°�v�W�k�v�œ�i �ò�°�I�Ð�v�W�×�W�:�ò���I��̀I�°�ò�W��̀ò
�;� �k� �œ�ò���I�w�k�W��� �W�œ� �™�v�œ�°� �¤�W�I�k�°� �œ�k�v�¤�W�×�W� �Ö�°� �œ�k�v�¤�]

�Ù�*�º�(�%�/�%�/���"�+�.�! �*�/�! ���, �+�/�0�%�%�*���%� �! �*�0�!
�V�k�Ð� �¤�°�I�;�ò���I�w�k�W� �¤�°�œ�¸���°�¸�œ�ò���ò�W��� �W� �Ð� �k�°�v�¤�W��� �W�¤� �;�¸�œ�I�� �ò�� ��̂W�™� �œ�i �I�°�I� �k�� �v�W�I�� � �k�°�I�:�I���ò�œ
���ò�¸�¤�ò�¤�W�œ�ò�K�â��̂W� �Ð�ò��̀¸�ò�œ�W�I�i �™�ò���°�v�W�×�W��� �:�I�k�I�œ�W�i � �� �I�� �ò�¤�W�™�œ� �Ð� �k�°�I�Ð�ò�¤�W�:�¸�°�¸�œ�ò�¤�]

�� ��

�� ��

�� ��



�j�ò�W�I�i �™��̀ �i � �k�°�ò���I�w�k�W��� �W�¸�k�W�i �v�� � ��̀v�W��� �W�¤� �;�¸�œ�I�� �ò�� �W����̀v�¸�� �m�k�ò�°�I�Ð� �W� �:�I���ò�â�W�œ� �›�¸�I� �œ� 
�ò�����I�v�k� �¤�W���v�k�°�I�k�¸�ò�¤��̂W�I�k�°� �;�œ�ò���I�w�k�W��� �¤�� � �W� ��̀W���I�¤� �t�v�W�×�W�i � �Y�v�œ�ò�W�I�°� �œ�ò�°�I�Ð�ò�]�W��
���v�k�°�I�k�¸�ò���I�w�k�W�¤� �W��� �°�ò��̀�̀ò�k�W��̀ò�¤�W�™�œ�I�k���I�™�ò��̀ �¤�W���¸� �k�ò�¤�W�™�œ�ó���°�I���ò�¤�_

�¯� ���¸�œ�I�°�×�W�� �×�W�' � �¤�I�;�k�W�×�W�ë� �œ�v�W�»�œ�¸�¤�°�_�W�V�k���v�œ�™�v�œ�ò�œ�W�¤� �;�¸�œ�I�� �ò�� �W��� �¤�� � �W� ��̀W���I�¤� �t�v�W�×

�Ð�ò��̀I�� �ò�œ�W�°�v�� �v�¤�W��̀v�¤�W�ò����� �¤�v�¤�]

�¯� �;�¸�œ�I�� �ò�� �W� �k�W� �V�j� �' �_�W�� �¸�°�v�i �ò�°�I�â�ò�œ�W�ò�k�ó��̀I�¤�I�¤�W��� �W���w���I�;�v��̂W� �¤���ò�k� �v�W��� 

�Ð�¸��̀k� �œ�ò���I��̀I�� �ò�� � �¤�W�×�W�Ð�ò��̀I�� �ò���I�v�k� �¤�W��� �W���v�k�:�I�;�¸�œ�ò���I�w�k�]

�§� �Ð�I�¤�I�w�k�W�� � �W�œ�v��̀ �¤�W�×�W�™� �œ�i �I�¤�v�¤�_�W�� �Y�¸�¤�°�ò�œ�W�ò����� �¤�v�¤�W�œ� �;�¸��̀ò�œ�i � �k�°� �W�™�ò�œ�ò�W�i �ò�k�°� �k� �œ

� ��̀W�™�œ�I�k���I�™�I�v�W��� �W�i � �k�v�œ�W�™�œ�I�Ð�I��̀ �;�I�v�]

� �ò�™�ò���I�°�ò���I�w�k�W�� � � �̀W� �›�¸�I�™�v�_�W�� ���°�¸�ò��̀I�â�ò�œ�W���v�k�v���I�i �I� �k�°�v�¤�W� �k�W�¤� �;�¸�œ�I�� �ò�� �W����̀v�¸�� �m

�k�ò�°�I�Ð� �W�×�W�C� �œ�œ�ò�i �I� �k�°�ò�¤�]

�t � �Y�v�œ�ò�W���v�k�°�I�k�¸�ò�_�W�0�Ð�ò��̀¸�ò�œ�W�×�W�ò�Y�¸�¤�°�ò�œ�W�™�v��̀K�°�I���ò�¤�W�×�W���v�k�°�œ�v��̀ �¤�W�¤� �;�¹�k�W�œ�I� �¤�;�v�¤�W�×

�C�ò��̀�̀ò�â�;�v�¤�W��� �W�ò�¸�� �I�°�v�œ�K�ò�]

�0�¤�°�ò�¤�W�™�œ�ó���°�I���ò�¤�W�™� �œ�i �I�°� �k�W���v�k�¤�°�œ�¸�I�œ�W�¸�k�W� �k�°�v�œ�k�v�W��� �̀v�¸�� �W�¤� �;�¸�œ�v��̂W�œ� �¤�I� �̀I� �k�°� �W�×�W�ò��̀I�k� �ò�� �v
���v�k�W��̀v�¤�W�v�� �Y� �°�I�Ð�v�¤�W�� � �W�k� �;�v���I�v�W�×�W�œ� �;�¸� �̀ò�°�v�œ�I�v�¤��̂W�;�ò�œ�ò�k�°�I�â�ò�k�� �v�W��̀ò�W�¤�v�¤�°� �k�I�� �I��̀I�� �ò�� �W�×
� �:�I���ò���I�ò�W��� ��̀W�i �v�� � ��̀v�W��� �W�¤� �;�¸�œ�I�� �ò�� �]

�t �ó�¤�W�I�k�:�v�œ�i �ò���I�w�k�W�Ñ�Ñ�Ñ�]�›�¸�ò��̀v�v�i �]� �¤� �v�™�×�œ�I�;�C�°�W�‰�� �� �� �� �W�¦ �¸�ò��̀v�v�i �W�0�Ö�™� �œ�°�I�¤� �W�»� ���C�k�v��̀v�;�×

�� �1�! �*�� �/���, �.�º���0�%���� �/���5
�.�! ���+�) �! �*� �� ���%�+�*�! �/



�� �.�+�0�! �#�! ���0�1���*�1�� �! �����+�*
�/�!�#�1�.�%� �� � ��� �!�/� �!���!�(��� �%�/�!�#�+
�$���/�0�����(�� ���+�, �!�.�� ���%�%�*

�Ï �� �� �� �Ù�Ï �� �Ù���Ï �� �� ���� �� �� �� �� �� �� ��

�Ñ�Ñ�Ñ�]�›�¸�ò��̀v�v�i �]� �¤

���v�k�°�ò���°�v�‰�›�¸�ò��̀v�v�i �]� �¤

�u�µ�� �� �v�W�� �� �W�� �� �� �W�� �� �� ��

�t �ó�¤�W�I�k�:�v�œ�i �ò���I�w�k�W�Ñ�Ñ�Ñ�]�›�¸�ò��̀v�v�i �]� �¤� �v�™�×�œ�I�;�C�°�W�‰�� �� �� �� �W�¦ �¸�ò��̀v�v�i �W�0�Ö�™� �œ�°�I�¤� �W�»� ���C�k�v��̀v�;�×


	Inspiring Technology for People
	Manual de seguridad para entornos cloud native (políticas, controles, IAM)
	Área de Cloud e Infraestructura Fecha 09/07/2026 Versión 1.0 Clasificación: Público

	Introducción: Seguridad en Entornos Cloud-Native
	Buenas prácticas y recomendaciones
	La implementación de un modelo de seguridad cloud-native eficaz requiere acciones continuas, integración desde el diseño y mejora iterativa. A continuación se detallan las principales buenas prácticas:

	Protege tu nube con seguridad desde el diseño hasta la operación
	CONTACTA CON NOSOTROS
	www.qualoom.es



